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SINGLE SIGN-ON (SSO) AND LDAP/AD

ADD-ON FOR THE WEBCTRL® BUILDING AUTOMATION SYSTEM

The Automated Logic single sign-on (SSO) and LDAP/AD add-ons in the WebCTRL® building automation system
simplifies user access and enhances security. These features streamline login management, improve user
experience, and bolster system security by integrating WebCTRL with your existing authentication infrastructure.

WebCTRL Add-on

KEY FEATURES AND BENEFITS REQUIREMENTS
I WebCTRL System:
« Simplified Login: Allow users to access WebCTRL
with their existing organizational credentials, eliminating the need
for separate logins and passwords.

» V9.0 or later (or Cloud) with the latest cumulative
patch applied

» Enhanced Security: Leverage your existing |dentity Provider (IdP) - seaar e i Eisstaumulie geich sppl

or Active Directory (AD) for robust authentication and multi-factor e MDAFAD)
authentication (MFA) if supported. Add-on Files and Licenses:

» Centralized User Management: Manage user access and permissions » 2 different add-on files - one for LDAP/AD integration,
from your central IdP or AD, simplifying administration and reducing and one for OIDC or SAML 2.0 integration

the risk of unauthorized access. i ) .
« Two licenses are included with your LDAP/AD or SSO
« Self-Service Password Reset: Empower users to retrieve or reset add-on purchase, allowing for flexible integration.
their WebCTRL passwords through their existing IdP or AD, . .
. System Configuration:
streamlining IT support requests.

» Regular system backups to include add-on data
» Account Lockout: Prevent unauthorized access by locking out user g Y P

accounts at the IdP or AD level. + Adequate disk space to store add-on data
» Multi-System Management: Manage user access for multiple » Configure the SSO or LDAP/AD add-on in SiteBuilder
WebCTRL systems across different campuses from a single, central after installation
SETVer. » Follow the SSO technical instructions for your desired
integration
Network:

» Network connectivity between servers for LDAP/AD

MWebCTRI

The WebCTRL building automation system gives you the ability to understand your
building operations and analyze the results. Integrate environmental, energy, security
and safety systems into one powerful management tool that helps you reduce energy
consumption, increase occupant comfort, and achieve sustainable building operations.
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